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Control
Domain

Control ID  Question ID Control Specification Consensus Assessment Questions Consensus Assessment Answers Notes

Yes No Not Applicable
nso1 sOL1 developed,
joyed x
Applicotion Security aso12
regultory compliance oblgations. o x
asoL3 o X
s014
Jsecurity? X
nsoLS X
ns021 = actua
x
R occesshallbeaddressed
22 X
5031 X
S misuse
manualor systemati processing rrors o corruption of data? x
5081
lconkde tegrit ¥ sA, MULITSAFE, "
Fechanp, CAESARS)?
disclosure, altenation, o destruction.
Do you Gevelop and maimiain an Plan (2.9, scope, bt o) forreveving the eficency
g implemented securty controls? x
x
orsimilar x
dards, proced x
x
Do you conduct internal auditsat least annually? x
Do you canduct independent audits atfeast annually? x
e x
< x
s, regulatory, lega, st
ousiness needs. x
have a plan x
e x
Planning usiness continuity plans includethefollowin: X
x
date, and x
approval Do you providea tenant triggered filove option? x
I
 rete x
Business Continuity
BusinessContinuity ntinuing efectiveness? x
Testin supplychain businessprocess dependencies continuimgefect
Business Continuity 8CR03 adners . montorng,
Management & dinternet of datacenter X
Operationl Resiience BCR0: e, ed, and tested for
power, x
s Continuity BCRO41 and user uides, and
Operational Resiience ensurethe fllowing: X
[ «Configuring,installing, and operaing the nformation system
«Effectively using the system’ security features
Business Continuity i
Management & udingfire, flood I
ationa Resilience. 4, carthquake t I |
mental isks a ] dside, ect x
designed, and have countermeasures pplied
Business Continuity Fazard
Management &
Operationi Resi tormad M
Equipment Locati cauipment located at areasonable distance. Jarthquakes, huricanes, etc.
Business Continuity o . X
continuityand avalabilityof operai 00 you have an equipment and datacenter maintenance muine or plan? x
g
disruptions,etc.)? x
Business Continuity e o = @
Management & . isnupton tolerance, RPO and RTO efc) ? x
Operationl Resilience incorporate the followin: x
erations Resilience
policy
MLva and roles? x
5). Addi
responsibiliiessupported by regular workforce raining,
Business Continity BCR11.1 X
Management —
S 112 Do you poliies and o Gata etention penods as per egal, siauton o M
requirements?
Retention poli e
BeR113 business
requirements? x
BcR114 X
BcR11S X
BcR116 X
P x
Change Control &
Configuration
Management o e
New Development /
Acqisition databases, nfrastuct x
|cadership or other accountable businessrole o uncion.
Glangs Control & relcase, and testng x
uration o
m X
"EPTCe% |0 you have a defned qualty change conro and esting pocess i place basd an system avalabily. confdentalty. and ntegrty? x
Adentiaity, and of x
Quality Teting ystems and services.
x
x
x
x
Change Control &
a5 point
Unauthorized a Tapt v x
Software nstalations infrastructure network and systems components.
Change Control &
uration withapplying changes o x
x
existing ts? x
Datasecurity &
Information Lifecycle owner ] *
v
Clos TXT/TPM, VN Tog,etc.? x
Datasecurity& ocumen,
Information Lifecycle a ama x
x
e, protect
the nternet)? x
contractdispute and compromise of ata o " x
Tandiing, and
x
e 15015489, Osis XML x
Securiy Polcy x
Datasecurity&
Information Lifecycle ,
Management
jonproduction Data flctes, x
scrubbing o sensiivedata clemens.
Datasecurity & 05106.1
Information Lifecycle deined, documented, and communicated
Management ed, documented, X




Management
Datacenter Security

Datacenter Security
Datacenter Security

Exmo1

oz

Governance and Risk

Governance and Risk
gement

R0

Governance and Risk GRMO3
™ nt

Governance and Risk 06
anagement

Governance and Risk
nt

GRM0

Governance and Risk
ment

nsset Returns

Human Resources
Background Screening

Human Resources.
Employment
Agreements

HRS03

Human Resources

Portable/Mobile
Devices

Human Resources.
Non-Disc
Agreements

HRS.06

Human Resources
Roles/Responsibiites

HRSO7

Human Resources HRS08
4

ceptable Use

Human Resources
Training /Awareness

Human Resources
User Responsiility

Human Resources
Workspace

101
fudit Tools

1a02

dentity & Access
agement

User Access olicy

dentity & Access 1Am03
Management
Diagnostic/

onfiguration Ports

Des99.1

EKMOLL

Bo2.1
B2
B023
B2
B2
EKM031

EKM032

B33
Ewoa.1
B0a.2
EKw0a3
Eaona

GRM-0L.1

RMHO1.2

GRMO21

GRMO2.2

GRMO3.1

GRM02.1
GRM04.2

GRMH05.1

GRM06.1

GRML06.2

GRM06.3
GRM06.4
GRS

RMH07.1
GRM07.2

GRML08.1

GRM09.1

GRM09.2

GRML10.1

GRMH10.2

GRMILL

GRM1L2

HRSOL1

HRS01.2

HRS02.1

HRS03.1

HRS03.2

HRS04.1

HRS04.2

HRS05.1

HRS06.1

HRS07.1

HRS08.1

HRS08.2

HRS09.1

HRS09.2
HRS09.3

HRS09.4

HRS09.5

HRS09.6

HRS-101

HRS102

HRS103

1AMOLL

1AM01.2

1AM02.1

1AM022

1AM023

w024

1AM025

A0z

1AM02.7

1AM03.1

x
x
computer forensic mesns.
elevel o you
Do you Ther ass
lownership?
B fish 7
nformation systems.
thenticati
location?
ottware or datato an oSt pramises, . relocation . software, or data to an offste promisos?
s shall
o securelystored until t can be destroyed.
Sandard
off ocilt —
Jand procedures?
GGV cameras, ID cards, checkpoint) n pace 1o secure, constrain and monitor egress
areallowed access |and ingress points?
lled -
i possibl
unauthorized data corruption, compromise, and loss.
personnel shall e restrcted
e key management policies. X
x
x
x
U X
Jiyifthe
o x
B x
il databases, and end-user
public | nstances?
o " edures, and guidel X
x
hecloud ( x
0 you store encryption keys n the cloud?
shall be separated duties. o you store encryption keysin the cloud X
0 you have separate key management and key usage duties? x
a "
routers, DNsservers, etc.)?
egal, Deviations i baselines?
C Gata rosdoncy, legal and a X
& [perods and data protection and classifcation”
x
responsibilty. o ployees x
cocumented, approved, L3
hical x
d shall
ensure theaction has been assgned. X
|commiment, and ensure the acton has been assigned?
L x
lationshi 27001, s0c 272
x
anc responsibiltis for businesseadership. responsivilities for business leadership?
x
hi x
dards, ceri M
P x
 discipl x
=
dards edures, standards
effctive? x
t x
Geterm
x
dentified isks using oualitative and ouan nethods. Thelikelinood x
Risks shall be milgated to an accoptablo evel. Accoptance fovels based on X
in accordance wih
reasonable resoluton time frames and x
N x
within an established period.
x
Tatiors, & ]
Jations,ethi
x
the businessrequirements, and acceptablerisk.
0o Securty.
[potcies?
full. x
ser access to corporate facilities,resources, and sssets, Do you requre
faciti 0 assets? x
documentes x
x
laptops, cellph X X
ntitiement and access controls, and device monitoring) ®
d ) x
identifed, documented,
7
x
& x
4 ied work L d mobiledevices)and T X
© established for : ebased, it
" it x
. Jgata?
e x
relativeto theorganization. X
[systems? x
o x
x
o
dard: x
obiigations. L3
x
x
x
insctivit
7 o I O rewal
Pis, etc > x
revent compromise and misuse of log data.
o P 3 X
o e x
forensuring
titlement,
tutory or regulator x
i ed x
processes, and measures must incorgorate thefollowing:
+Proced:
x
N i other| Do P x
third-party business relationships)
eq x
hentication secrts (¢ &, management interfaces, ey generation, remots
access o diagnostic and configuration ports shll be estricted to
uthorized individuals and applications.
15 user access to diagnostc and configuration ports restricted to authorized indiiduals and applcations? x




1AW04 10404 1 yrp—
BRI sctcrmine theirevel ofacces feve ofocces?
w051 a
usiness rocesss and technical measuresmplemented forrestricting user
with s ser.roleconfictofnterest.
dentity & Access 1051 et
Management s ) and useot
ree Code Accss 1952
ciction x
dentity & Access 107 071 x
Management ——
i Porty Access LU e, detoctve o migats impacts of acce
tdenity & Access 1os 1AM08.1
Manzgement oivcge? x
User ccess 10s.2
Authorization defned asbusinessnecessary. e x
w083 P
w051 7 ek 0 ro—
05 you provids vpon ampioyees,contacir. B
and any owned or managed
Upon reues, Eorononier
110
or functon?
R o crion.
TEETERIN o user acces policiesand procedures. 5o you ensure
A0 i you shar user enans,
dentity & Access w11 11 =
Management
w112
within theorganization?
dentity 8 Access w121 x
Mansgement il a
12
0 orocedures RTTR—
w124 X
[evocaion entittement to data?
reusewhen
fasvle aigialcerts tokens,blometric etc.for useracces? x
thenticaion,authoriza rong/malt
nrizs W
poicy enforcement?
129 x
11210
w1211
manal unlock? x
dentity & Access w13 131 et network
irtual machine, and application ontrolsshallberesricied
A access o ity programs used to manage vitualzed parttions (s.g. shudown, clons,etc) appropritely esticted and moritored? x
WSonI T Ton, snaTeya
ot x
w012
Intruson Detecton eicy
w013 i E
secriyorech, perormed? x
VS0a [veaudit ogs centraly stored and et
o1
Infastructore & w021 > a frorremning? x
Virtalzation ecurity —
Ghange petction 4 i, or rnning)Th rests o a x
V5023
ethods x
methods e, portalsor ets).
5031
nfrastrcture & e svaraniey, quart o .
e, x
x
ofsytemoveroae e
st used 0 provide senicesto the ten
nfrastructure &
Virtualization security i
nagement - ware
Valnerabily
Management
nfrastructure & w5061
Virtualization security x
etwork ecurity Ws06.2 X
- compenstingcontrols.
netwero x
V5064 x
Infastructure & V507.1
Virtualization security ool
05 Hardening and al I
Base Contrls - » ¢ o
Infastructure & w5081 .
Virtualization security :
producton /Nen- ez a i Forvour x
Production V5083
Infastructure & 5994 7
Virtwalzation secui jcat sallb
s 15092 A oy el o Tegal eauiatony and contacial
reaurements?
tenant
1T s based on thefollowing conscrations . e  forhe aporopale oftenanis
~Established policiesand pocedures o R P
5094 iy " 00 you have the such hatdata o tenant ony, wiout
data?
5095 o X
ws101 - X
i e
S possvie, - x
uch migtation
ws1L1
aitrai frewals,ana s actor ditrais, P address x
fiering, frewallsand
Infastructore & w21
Virtalzation ecurity
Wirles Security T environments inluding hefollowing
afic P o
V5123 P
pasowords and SNMP commnitystings)
T [Networkarchitecturedagramsshall lear ” x
o
et anal AT sp00f x
Japis
Vo2 Y021
Portabilcy doc, i doc, i pol
oota Request o, ogs and a e
Yo YOS T [Pol =
Portabilcy
Poticy & Legol e dportabil "
V033 perstence
nteroperabity & or VR G oo a
Portability
Y02
[FEEs thatreinvolved?
23 G o X
Portability
Virtualzation oSz . andall M
V053
eview2 x
intheprovidersinformation securit awareness rsining. x
< managed dta. x
strescanbe oaded onto s mabiledevice? x
prdenifedapplication store.
Jicat X
may b usd or 810D usoge.
> x

training program.




x
BYOD usage. o x
i
x
e e,
lized, transmit, or x
|technol itrols for all mobile de 2 x
et o o contls o contls ol o e
e x
& X
e
di \d legal hold: x
o s oy x
ke X
ot
processes? x
x
e o B
ot mvenscsion et .
x
e x
x
x
x
] x
sl st s o e v x
e H
v e
x
o
eonn
x
et enrcener.
x
x
e s aocebres
Management x
x
syt T T
Management, E- i d, x
statute x
|controls? x
= S
 the forensic investigation. |data? x
x
| and costs of information security incidents. X
x
=
Providers shall X
=
x
L o
e
portals).
portals)? x
swoss
A d X
STA-03.2 developed, x
R 2
e »
e ooyeur x
S o
|transmitted? x
provisions and/or terms: Do you select and monitor outsourced providers to ensure that they are in compliance with applicable legislation? x
T T— .
. X
x
comousiont A
e
x
" .
oo [ -
B IR provider with customer (tenant) impacts. x
Supsychan s
e
[ e x
Supsychan s
: x
x
A ——-—
Supply Chain Metri | agreements. up / kL
ips |C: X
x
™ X
x
Y x
oo you o o s vt arorerts s sty x
sppichan .
x
o iz o ey "
x
x
iorz o % _
o x
componot s rebedyndusey bt praches
Twwort .
wwozz .
oz
Arisk-based L]
eozs = x
oz T .
oz ) o you rceies v o T
|service andjor custor np} of control? x
s e
x
o e s et ot e st |15allunauthorized mbile code prevented from exccuting? x
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